Running head: INFORMATION SECURITY GOVERNANCE                                                                  2
INFORMATION SECURITY GOVERNANCE                                                                                           2






Information Security Governance
Student’s Name
Institutional Affiliations


[bookmark: _GoBack]Information Security Governance
Information security can be defined as the leadership that provides strategic direction that ensures the objectives are achieved and managed and the risks are managed appropriately while using organizational resources responsibly by monitoring the success and failure of an information security program in an organization (Brotby, 2006). It consists of the leadership of organizational structures and processes with a primary aim of safeguarding the information or the organization. This involves managing the information and business transaction of any organization mainly to prevent the information from landing into the hands of an unauthorized persons (Brotby, 2006). Information security governance is, therefore, the responsibility of the board of directors and the executive management of any organization hence integrity is an integral part of the process of information governance. This should be aligned with the IT governance framework used in the organization to ensure blending of the policies and programs of information security in the organization (Brotby, 2006)
In order for an organizatiuon to ensure proper information security governance, the board responsible for information governance should have a clear understanding of what is expected by the organization from the information security program in that they should be able to implement the given information security program at hand and be in a position to evaluate their status in regard to an existing security program (Brotby, 2006). Furthermore, the board responsible should decide on the strategy and objectives of the effective information security system in order to achieve their goal.
The team should deal with all form of information, whether printed electronic written or spoken information that flows in and out of the organization communication channel and medium. it should also deal with how the information is received and handled after it is received. This involves interpretation of the information creation, storage and record of the given information and evaluation of the information, whether it should be stored or destroyed as per its use or need for future reference. Any information received should be handled as per the policies that have been implemented 
In order to ensure proper management of information security, the management should ensure that they set up a clear framework which should act as a guideline on how a proper information security program should be developed and maintained. The framework serves to provide background basis for the establishment and development of a cost-effective security program that is aligned with the organizational goals and objectives and also generates an acceptable predictably of the activities and operations in order to counter adverse event. The framework should be able to predict future events and risk involved and provide a proper guideline on how, in the event of an occurrence of the event, it should be handled and how it should also work to ensure any possible risk is handled before it occurs.
The senior manager and the board of director should ensure that the organization has a security strategy which is overallly aligned with the business strategy it should also ensure risk management. This should be there to reduce the potential impact on the information asset to the required level.
They should also ensure that the threat and vulnerabilities are identified analyzed and monitored to alleviate disaster of information loss. According to Allen & Westby (2007), the management also have a responsibility of ensuring that information is protected and ensuring that the necessary human resources and skills are available to run information security programs and the security risk are responded to on time. Hence they should ensure that their employees are aware of the practices and importance of the success of the company security program. This can be done through a proper channel of training and funding of their employees’ education in order to ensure effective management of information security in the organization.
The board should also take an affirmative board level action in that the board should be properly informed on information security. The security governance board should also set direction in that it should set proper policies and strategy and define global risk profile. Furthermore, the management should also ensure that it delegates responsibly to the various employee departments. Management should also ensure that the responsibilities are well communicated and understand among the different levels of management to ensure there is proper flow of the operation and also avoid confusion
The management should ensure the need for security of the information together with the supporting process, system and network which are important assets to any organization hence it is very crucial to ensure the security of the information to ensure that the business is able to run smoothly (Allen, 2005). This can be done by ensuring that the need for skilled personnel in the organization to handle the various programs is met. Organizations are faced with more threats of computer-assisted fraud or sabotage by computer hackers. The senior management should ensure that there is s proper information security program that ensures that the threats are countered hence the management team that governs information governance should ensure there is a clear policy on information security. This can be achieved by implementing suitable control measures that consist of policies process, procedures and organizational structure and software and hardware functions. The control should be established, implemented and monitored to ensure that the program meets particular security objectives. The objective of the business and the security objective should not be isolated as the primary goal is to ensure that the information of a particular organization is protected to ensure that its business runs smoothly. Therefore, the two should go and in hand and should complement each other.
The management should also asses security risks since its main function in relation to information security is to identify security requirement and programs (Allen, 2005). This can be achieved by methodical assessment of the security risks. This assessment helps the organization to come up with control in relation to the company enterprise domain. This exercise should be carried out periodically to address the changes that may take place in the event of risk assessment.
 They managements also needs to ensure that access control is only available to authorized users to ascertain that only identified authorized users with a legitimate need to access the information and security resources do so. They also need to create and communicate and enforce the security policies across all departments of the organization.
Some of the need that the senior management should address to ensure proper information security involves keeping a record of computer profiles in the organization and their numbers. This should be done so that in case the computers go missing, the organization can take appropriate actions to safeguard the information in such computers. It should also know the number of people using the company’s system. In this way, they are able to asses when an unauthorized person is trying to assess the company information security system illegally. 
Some of the practices that need to be adopted by information management to ensure proper information security include periodic security audit policy. There should be a proper in-house team that works only on the security audit for all the systems. This ensures that the risks are assessed regularly and appropriate programs are implemented to safeguard organization information.
Another practice that should be adopted is the automated update policy this is an important step to ensure information security. The organization needs to install all the available updates so that they can update all the system at once without having to configure anything manually. Another control that should be instilled is the regular assessment of incident report policy. Incident reporting is a good way of ensuring the rescue of data in case of an information security disaster.
The other practice involves the access policy; this involves knowing who should have access to what comes under the policy. This clearly shows who have the right to access information security and the number of clients that are using the company system so as to counter any security threats detected
Another policy is the single sign-on (sso) which enable an employee to access all of their accounts using only one password and username or key pair this enables the system not to expose the direct credentials to the system and make it easy to rotate password and key periodically without the employees having to do it themselves

Another practice that is important is the two-factor authentication policy. This ensures that illegal account access are tackled this can be achieved by securing all accounts with two-factor authentications. Regular back up should also be implemented to ensure that information is not lost in case of a breach of information security parameters.
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